NPABUNA BESONACHOIO
NOBEAEHUA B CETU MHTEPHET

NOAKNKOYEHUE K UHTEPHETY
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Boikntoyante Wi-Fi, Korna UM He nonb3yeTech.
OTtKNtounTe PYHKUMIO aBTOMaTnyeckoro noakntoueHuns K Wi-Fi 8 TenedoHe.

Ncnonbayite nposepeHHble Wi-Fi-coegnHeHus.

He 3axoauTe B OHNalH-6aHKM U Apyrue BaxHble CEPBUCHI YePE3 OTKPbITbIE
Wi-Fi-cetn B8 Kade unu Ha ynuue. Bocnonb3yntecb MOOUNbHLIM UHTEPHETOM.

9 PABOTA C 3NEKTPOHHOW NOYTOW
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Ncnonb3yite pasHyto 3NEKTPOHHYIO NOYTY ANs pasHbIX uenen (nnyHas,
paboyas 1 passnekatenbHas).

[INA Kaxaoro aNeKTPOHHOro ALWMKa NPUAYManTe pasHbe CAOXKHLIE NAPONMN.

He nepexogute nNo ccbinkaM, NpUweanM B COOOLLEHMAX OT HE3HAKOMbIX
nopemn.

He oTtBeuvaiite Ha cnaM M NOQO3PUTENbHBLIE NUCHMA.

B8 NAPONLHAA 3ALLUTA
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He 3anucbiBaiiTe naponu Ha bymare unu B dane Ha KoMNbtoTepe.

Ncnonb3ynte aByxpakTOPHYHO ayTEHTUPUKAUUIO, HanpUMepP, Naponb U CMC-
Koaq.

He ncnonb3ynte B Ka4ecTBe CEKPETHOro BONpoca AeBunYbI0 GaMUNunKo
MaTepu, ecnu OHa ecTb B COUMANbHbLIX CETSIX.

PerynapHo MeHsanTe naponu.

vy nPonomxeHuE
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o BE3SONACHOCTb NIUYHLIX AAHHbIX

He nepecbinaite KoHGUaeHUManbHY0 MHbopMaumto (HoMep GaHKOBCKON
Kaptol, NMNH-Koa, NnacnopTtHble AaHHbIE) Yepes3 COLCETH.

He oTnpasnante CkaHbl AOKYMEHTOB Ha HEM3BECTHbIE 3NEKTPOHHbLIE aapeca.
He nybnuKyinte B UHTEPHETE CBOW aapec U ApYryto NMUHYH UHOPMaLMIO.

Mpn oTnpasKke KoOHGUAEHUManbLHOM MHGOPMaUMKU Ha CanTax aapec AoNXeH
HaunHatbes ¢ «https://», PAOOM C KOTOPbLIM HAPUCOBAH 3aKPbITbIA 3aMOK.
Tak nepenaBaeMas MHGOPMaUMA OCTAHETCA KOHPUAEHUMANbHOMN.

PerynsipHO BbINONHANTE pe3epBHOE KONMPOBAHWE AaHHbIX, B T.U. U C
TenedoHa, Ha BHEWHUI GUINYECKUIA HocuTens U (Mnun) B obnauHoe
XpaHvnuue.

YcTaHaBNMBaNTE NApoNM Ha KOMNbIOTEpe U TenedoHe, Bcerna GNoKMpyiTe
9KpaH KoMNbloTepa, Aake ecnu OTXoauTe HEHAAONTO.

OGUHAHCOBAA BE3OMNACHOCTb

BaHKM He paccbinatoT NMceM ¢ NPOCcLOON M3MEHUTbL CBOW NapONb, BBECTH
HOMEep KapTbl U CEKPETHbIN Koa NOATBEPKAEHUA
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Ecnv npuwno coobuueHre ¢ NnpocbOoi OT 3HAKOMOro YenoseKka CPOUHO
BblCNaTb AEHEr, HUYEro He OTNPaBAAKTE.

CoseplanTe NOKYNKN TONbKO B HAAEXHbIX UHTEPHET-Mara3uHax.

3aBeauTe 4N NOKYNOK B MHTEPHET OTAENbHYIO KapTy, HE NPUBA3AHHYIO K
OCHOBHbIM 6AHKOBCKMM cuyeTaM. He XpaHuTe Ha Heit 6onblune CyMMbl AEHEr.

Mpun onnate B MHTEPHETE BAC AOMXHbLI Nepeaapecosarb Ha 3alUMULLEHHYHO
CTpaHuuy (agpec HaumHaetca ¢ «https://»).

Noakntounte B cBoeM 6aHke CMC- unn PUSH-nHdopMuposaHme 06
onepauusax No Kaptam.
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G AHTUBUPYCHAA BE3ONACHOCTb

YCTaHOBWTE Ha KOMNbIOTEP, NNAHWET 1 MOOUNLHLIN TenedpoH aHTUBUPYCHYHO
nporpammy. Nepuoanueckn obHOBAANTE aHTUBMPYC.

MpY NOAO3PEHNUMN Ha 3apaKeHWe YCTPOMCTBa (NoABUCAHUE, HETUNUYHAA
paboTa, CaMonpon3BONbHbLIE AENCTBIUSA) 3anyCTUTE NPOBEPKY aHTUBMPYCA.

MNpu NOAKNIOYEHUM CTOPOHHUX YCTPOMCTB (PneLleK, KapT NaMAaTh, MOOUNbHbLIX
TenedoHOB) 3anycKamte Ux NPOBEPKY aHTUBUPYCOM.

He 3anyckaiite HensBecTHble daiinbl, 0COOEHHO C PACLUMPEHUEM .exe

He cKauvBaiTe COMHUTENbHbIE NPUNOKEHUA MU NPUNOKEHNA Ha
HEU3BECTHbIX caitTax. MposepbTe NPUNOKEHUE aHTUBUPYCOM.
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Ncnonb3ynTte cneunanbHble PeXxuMbl MHTEPHETa AN AeTen («aeTCKUin»
WUHTEPHET).

YcTaHoBUTE 6E30NacHbIf PEXUM ansa pebeHKa B Opaysepax M NporpamMmax.

foBopuTe C pebEeHKOM 06 UHTEPHETE, YTO MOXKHO UCKaTb, C KEM 00LLIATLCA U
KaKyto nHdopMaumto o cebe coobuwarb.

O6bACHUTE PebeHKY, UTo NPU OOLLEHUN B CETU C HE3HAKOMbIMU, OHU MOTYT
0KasaTbCA He TEMM, 3a KOro cebna BblAAtoT.
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29 HoAb6pa 2019 ropa
NPOBEPLTE CBOM 3HAHUA B PaMKaX
OuKraHTa no nHpopMaunoHHon 6esonacHoCTU

NoapobHocTn Ha cante ib.mininform74.ru
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